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	Reason for change:
	Currently, the TS 33.501 allows 12 standardized SUPI concealment schemes. Three of them are already defined, while nine are reserved for future versions of the TS. Further, the TS allows four proprietary SUPI concealment schemes.

One effect of allowing proprietary schemes is that the exact size of the scheme-output is not known in advance. 

While the networks shall be able to receive reasonably large SUCIs, it is important for security, in terms of resilience, that the network can robustly handle unresonably large SUCIs sent by poorly implemented or malicious devices. 
Therefore, it is necessary to define the maximum size of the scheme-output even when proprietary SUPI concealment schemes are used. 
The currently standardized SUPI concealment schemes are based on the ECIES (Elliptic Curve Integrated Encryption Scheme). It is reasonable to expect that propietary schemes will also use ECIES. However, some operators may chose to use 

· a different type of curves with a different size of curves, and/or
· a different size of MAC-tag.

We suggest that Rel-15 of the TS 33.501 allows ~512-bit curves, and ~128-bit MAC-tag. Therefore, we propose the maximum size of scheme-output for proprietary schemes to be the total of 700 bits plus the size of input. 

In future, when post quantum cryptosystem becomes practical, then that value could be updated.

	
	

	Summary of change:
	ADMIN: This CR is implemented on top of the combined version of Annex C.1 from S3-182571 and S3-182583.
Maximum size of scheme-output for proprietary schemes is 700 bits plus the size of input.
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*** START OF CHANGES ***
C.1
Introduction 

The present Annex specifies the protection schemes for concealing the subscription permanent identifier. Each protection scheme is identified using a 4-bit identifier. The defined values are:

null-scheme         0x0;

Profile <A>         0x1;

Profile <B>         0x2.

The values 0x3 - 0xB are reserved for future standardized protection schemes. The values 0xC - 0xF are reserved for propietary protection schemes.

Care should be taken when using unique schemes for small groups of users, as this may impact the effectiveness of the privacy scheme for these users. 

Each protection scheme has scheme-output with following sizes:

null-scheme         size of input, i.e., size of username used in case of NAI format or MSIN in case of IMSI;
Profile <A>         total of 256-bit public key, 64-bit MAC, and size of input;
Profile <B>         total of 264-bit public key, 64-bit MAC, and size of input.

The maximum size of scheme-output for proprietary protection schemes shall be total of 700 bits and size of input. The ME shall not send, and the network may reject SUCIs larger than the maximum size of scheme-output. 


*** END OF CHANGES ***
